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TOP TIPS TO PROTECT
YOURSELF WITH
MULTI-FACTOR
AUTHENTICATION (MFA)

MFA is a security mechanism designed to enhance the protection of your digital accounts,
systems and data by reguiring users to provide multiple forms of identification or verification
before they can access their accounts or sensitive information.

It adds an extra layer of security beyond the traditional username and password combination.

%)

Keep your
authentication
devices safe

J

Use a password, PIM, fingerprint
or Face |D (biometrics) to
access mobile authenticator
apps to prevent unauthorised
access.

Safely store any security keys,
access cards or tokens you use.

Create strong

passwords and E]
passphrases

A passphrase is more like a
sentence and uses a mix of
upper and lower case letters,
numbers, special characters

and spaces. Use a different

password or passphrase for
every account you have.

Don’t share Transfer N
MFA codes authentication
apps

Mever approve unknown
sign-in attempts. Sign-in
requests are the system’s
way of checking that you
are the approved person for
that account.

Remember to transfer any
authentication apps when
you change devices to
maintain account access.

Secure your
recovery
accounts

Be alert to sign-in @

links recieved via
SMS or email

In the case that you get
locked out of your
accounts, make sure that
your recovery account is
accessible and the most
secure account that you
have.

Always be suspicious of
links in SMS and email.
Scammers will try to trick
you by sending you a fake
sign-in link.

OUR TEAM

Reach out if you reguire support or assistance with implementing MFA on
your digital accounts, systems or data to be more cyber wise.

Mext week, our focus will be stay password safe - use passphrases and

password managers.

CALL US FOR MORE INFORMATION



